SECURITY AND PROTECTION OF INFORMATION

At no time does Marist Card Services store your personal credit card information or share
personal information with others. Latest encryption protocol, commonly referred to as Secure
Sockets Layer (SSL) encryption, is used to ensure transactions to the online deposit service is
secure. Such encryption protocol allows sensitive information such as login credentials and credit
card numbers to be transmitted securely.

The online deposit web site (known as One Web) is owned and operated by Heartland Payment
Systems. Heartland Payment Systems (HPS) is committed to the security of payment processing,
HPS is Payment Card Industry (PCI) compliant and a member of the PCI Security Standards
Council.

All individuals are responsible for the security of their Marist account. Any policy or security
violation traced back to a certain account or technical resource will be sanctioned using processes
defined in existing Marist College processes and employment contract where applicable.

REQUIREMENTS FOR USING THIS SITE

This site offers One Web (the “Service”), which enables you, the student and your parent, legal
guardian or other third party to deposit money onto a student’s Marist Money account. To use
this Service, you must have authority to make payments to the credit card. If you are under 18
years of age, you must obtain the authorization of your parent or other responsible adult before
making deposits on this site.

TERMS OF USE

By using this site you agree to the Marist College privacy policy specified
in http://www.marist.edu/privacy.html

NOTICE TO CHILDREN

This site is not for use by children. If you are under 13, please do not submit any personal or
other information to us.

FERPA LAW

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. §1232g; 34 CFR Part 99) is
a federal law that protects the privacy of student education records. The law applies to all schools
that receive funds under an applicable program of the U.S. Department

of Education. For more information visit: http://www.marist.edu/registrar/ferpa.html

PAYMENT CHARGES

You may use this Service to deposit money onto a student’s Marist Money account. Your credit
card company or bank will make payment to Heartland Payment Systems. These funds are added
to the student ID card Marist Money account. Funds in their Marist Money account will not bear
interest.

KEEP YOUR INFORMATION CONFIDENTIAL



http://www.marist.edu/privacy.html
http://www.marist.edu/registrar/ferpa.html

Those who access this site using confidential login information should keep their login
information confidential. Your login information identifies you to this site. Anyone who has this
confidential information can access your private account data.

YOUR OBLIGATION

When you use this Service, you agree:

e To comply with these terms of use;

e To provide accurate information;

o Not to attempt to access any account without proper authority;

o Not to attempt to access any non-public part of this site, unless you are authorized to do
SO

e Not to do anything that would interfere with the ordinary operation of this site;

e To pay all charges authorized by you, even if your credit card company does not honor a
charge

¢ Not to violate the intellectual property rights of Heartland Payment Systems or of others.

Marist Card Services & Heartland Payment Systems reserves the right to terminate the use of this
site by anyone who does not comply with these obligations.

INTERNET AVAILABILITY DISCLAIMER

The internet consists of multiple participating networks which are separately owned and therefore
are not subject to the control of Marist College and or Heartland Payment Systems. Heartland
Payment Systems ability to provide the service depends on internet services provided to
Heartland Payment Systems. Malfunction of or cessation of internet services by internet service
providers or of any of the networks which form the internet may make the service temporarily or
permanently unavailable. Heartland Payment Systems and Marist College will attempt to resolve
any issues to the best of our abilities.



